So you want to write a
Tor pluggable transport

David Fifield
<dcf@torproject.org>



This is your Tor.
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« TLSv1.0 Client Hello

« Ciphersuites

« Server name



This is your Tor.

00
c5
2e
88
07
0c
2f
0a
77
32

e4
9e
4d
00
co
co
co
00
77
33

01
87
2a
87
09
Oe
08
ff
77
6f

00
14
ccC
39
11
02
12
00
72
77

ed
6d
9e

03
0b
0b
38
13
04
16
6f
34
65

01
43
le
co
00
00
00
00
6d
61

cO
eb
00
cO
00
00
co
00
70
2e

22 24 61 ...k ...R."$a « TLSv1l.0 Client Hello
24 1e 8d ........ m.CN.$..
48 cO 0a .27.M*?. ..... H « Ciphersuites

Www. r 24mxpwss « Server name
63 6f 6d 4nw230rw leac.com

This is your Tor on obfs3.
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This is your Tor.
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This is your Tor on obfs3.
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Any questions?
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Pluggable transport libraries

» pyptlib for Python
» goptlib for Golang
» liballium for C


https://gitweb.torproject.org/pluggable-transports/pyptlib.git
https://gitweb.torproject.org/pluggable-transports/goptlib.git
https://github.com/Yawning/liballium

Further reading

» Pluggable transports wiki page
https://trac.torproject.org/projects/tor /wiki/
doc/PluggableTransports

v

Pluggable transports specification (pt-spec.txt)
tor-dev@lists.torproject.org

v

#tor-dev on irc.oftc.net
(PT meetings every other Friday)

v

“Design of a blocking-resistant anonymity
system” (23c3) and "How goverments have
tried to block Tor" (28c3)

v

Come hack with us!


https://trac.torproject.org/projects/tor/wiki/doc/PluggableTransports
https://trac.torproject.org/projects/tor/wiki/doc/PluggableTransports
https://gitweb.torproject.org/torspec.git/blob/HEAD:/pt-spec.txt
https://lists.torproject.org/cgi-bin/mailman/listinfo/tor-dev/
http://events.ccc.de/congress/2006/Fahrplan/events/1444.en.html
http://events.ccc.de/congress/2006/Fahrplan/events/1444.en.html
http://events.ccc.de/congress/2011/Fahrplan/events/4800.en.html
http://events.ccc.de/congress/2011/Fahrplan/events/4800.en.html

