ik BIW K E T Ok K % % B Yol 36 No.3
2004%3 7 JOURNAL OF HARBIN [NSTITUTE OF TECHNOLOGY War. , 2004

ETBETRHNHITERANEBRURS

W K, FEN, =us, ki
(L BTk BRHANMAFRAREEALRE, BRI hRIE 150001,
E-mail ; yangwu@ pact518. hit. edu. en; 2. MZENLME 558 EaB&Hh.L, 650 100031)

H OE: ETRAWARBERSARTRIABRNRAL AU ER AN N GRMNELE WA S RAER
WAGRRMEAR. EAFTRAREARAEHRSERSTREAT RS S b T HERT -REHT
& TP ST A0 ) A 474 B & 4 BNIDS( Backbone Network Intrusion Detection System). it T BNIDS % 4
B AT AR HOCRIRALE A T AR AT T . WA KR, TR oy BNIDS & 28 ik 46 0 B
T EFERATER AR M E A

X ARARHAE S A RFH HER SRR

HE 4 E: TP 08 SCRRERIAEE: A WA E: 0367 - 6234(2004)03 - 0273 - 04

A parallel cluster intrusion detection system for backbone network
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Abstract: In order to change the traditional intrusion detection system architecture model by adopting some ef-
ficient intrusion detection techniques in an intrusion detection system { [DS) for backbone network, based on
in-depth research on the key techniques of the IDS for backbone network, the design and implementation of a
rule-based intrusion detection system for backbone network —BNIDS ( Backbone Network Intrusion Detection
System) , are discussed with emphasis on the parallel cluster detection model, packet capture mechanism and
rule-based analysis engine. The results -of experiments indicate that the scalable BNIDS can do the real-time
intrusion detection in a backbone network.
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